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1. Obwue nonosicenusn

Cayxb6a uH(OPMaLMOHHON Oe3omacHoCTH (manee Cnyxb6a)
oOpa3zoBaTenbHOrO yupexiaeHus (maiee OmepaTop) co3gacTcss B - IHENSIX
BBIIIOJIHEHHSI TpeOOBaHMW JIEWCTBYIOIIETO  3aKOHOJATeNnbCcTBA  Poccuiickoit
@denepanyiyi, UWHBIX  HOPMATHBHO-TIPABOBBIX  aKTOB,  PETIAMEHTHUPYIOLIUX
o0ecrieyeHre 3auuThl HH(pOpMaIuK, B TOM YHciie o0ecredeHrne 6e30MacHOCTH MU
00paboTKe TeEepCOHANbHBIX JMJAaHHBIX, a TaKke oOecreueHne 3aluThl U
0e30macHOCTH  WHGOPMAIIMOHHBIX TEXHOJOTHM W  TEXHHUYECKUX CPEICTB,
MO3BOJISIFOIINX OCYIIECTBIATH 00pabOTKY TaKMX MEPCOHANBHBIX TaHHBIX.

2. Cmpykmypa

CrpykTypa W mTaTHasg YUCICHHOCTh CiykObl ONpenessroTcsl MPUKa3oM
pykoBoautens Onepartopa. Ciayx0a co3naercss Ha (YHKIMOHAIBHOM OCHOBE, T.€.
0e3 BBIJCJICHUS WITaTHBIX €IWHUI, U BKIIOYAET 3aMECTUTEISl PYKOBOJIUTEIS
YUpPEXKACHUS, B  BEACHUM KOTOPOTO  HAaxOAWUTCA  MOApA3JECICHUE IO
UHPOPMAIMOHHBIM  TEXHOJOTHSM,  PYyKOBOAMTENs  (WIM  CHEIHAJIUCTA)
noJpas3AesieHus] Mo MH(POPMALMOHHBIM TEXHOJIOTHSM, PYKOBOJAUTENEH (IIpH HX
OTCYTCTBHM CIIELIUAJIKMCTOB) KaJpOBOTO M IOPUIUYECKOrO IMOApaA3JENeHUH, (KTO
KOHKPETHO  YKa3bIBa€TCs B COOTBETCTBYIOUIEM IIpUKa3e PYKOBOAMTEIIA).
PykoBoactBo Ciyx’00i 1O IpHKa3y pyKOBOJIUTENS BO3JIAraeTCsi Ha 3aMECTHTEI
PYKOBOJMTENSA, B  BEIEHWU KOTOPOIO  HAXOIWUTCA  MOApA3ACIICHHUE IO
MH()OPMATMOHHBIM TEXHOJIOTHSIM.

3. 3aoauu

OcHoBHble 3aaun Ci1yKObl 3aKJIH0YAIOTCS B CIEAYIOLIEM.

1. Pa3paboTka u peanuzanusi KOMILIEKCA OPTaHU3AIIMOHHBIX U TEXHUUECKHUX
Mep, HalpaBJIEHHBIX HA BHITIOJIHEHUE YCTAHOBJICHHBIX TPEOOBAHUN K 0OECIICUCHHIO
0€30MacHOCTH U 3amuTe HH()OpMAIUK, B TOM YUCIIE MEPCOHATBHBIX JaHHBIX.

2. ObecniedeHne MOCTOSIHHOTO KOHTPOJISI B mojapaszaenenusx OnepaTopa 3a
BBITIOJTHEHUEM YCTAaHOBJIEHHBIX TpeOOBaHUN K oOOecreueHur0 0e30MacHOCTH U
3amuTe nH(pOpMaIuH, B TOM YUCJIC IEPCOHANTBHBIX TAHHBIX.

3. PaspaboTka W BHECCHHE MPEMIOKECHHH PYKOBOACTBY OrmepaTopa 1o
COBEPIIICHCTBOBAHUIO M PA3BUTHIO KOPIOPATUBHOM CHUCTEMBI OOECIeYEHUS
0€30MacHOCTH U 3aIUTHl HHPOPMAIIMH, B TOM YHCJIE€ IEPCOHAIBHBIX IaHHBIX.

4. @ynxkyuu



J1J1st BBIOJTHEHUS MOCTaBlIeHHBIX 337a4 Ciy:k0a OCyIIEeCTBIISET CIEIYIOLIUe
byHKIMH.

1. ToToBUT M MpeACTaBIsET HA PACCMOTPEHHE PYKOBOACTBY Omeparopa
MPOEKTHI JIOKAJIBHBIX HOPMATHBHBIX aKTOB IO BOMpOCaM OOECICYCHMs 3allUThI
uH(pOpMaIMH, B TOM YHUCIIE TIEPCOHATBHBIX TAHHBIX.

2. OpraHusyeT ¥ MPOBOAUT BO B3aWMOJCWUCTBUU C 3aMHTEPECOBAHHBIMU
MOJIpa3/IeIeHUsIMU KJIaCCU(PUKAIIUIO HH(OPMAIIMOHHBIX CHUCTEM Ha 3Tare CO3/1aHus
UH(OPMAITMOHHBIX CUCTEM WJIU B XOJ€ MX KCIUTyaTalluu (JJ1s1 paHee BBEJICHHBIX B
AKCIUTyaTaluio U (MiIM) MOJAEPHUBHPYEMBIX MH(GOPMAIIMOHHBIX CUCTEM) C LEJbIO
YCTAHOBJICHUSI METOJOB U CIOCOOOB 3alIUThl MH(MOPMAIIUU, HEOOXOAUMBIX IS
oOecrieueHrss 0€30MACHOCTU TEPCOHAIBHBIX JAaHHBIX B COOTBETCTBHUU C
YCTaHOBJICHHBIMU TPEOOBAHUSAMH.

3. PazpabatbiBaeT M peayin3yeT KOMIUIEKC OPTraHM3allMOHHBIX U MEp IO
00eCneueHHUIO 3aIUThl HH(HOPMALIUH OT:

- HETPABOMEPHOIO JIOCTYIA;

- YHHUYTOKEHUS;

- MOAU(PULIMPOBAHMS;

- OJIOKMpPOBaHUS;

- KOIIMPOBAHUS;

- IPEJOCTABIICHHUS,

- pacpOoCTpaHEHUs;

- a TaKXke OT HHBIX HENPAaBOMEPHBIX JACHUCTBUM B OTHOLICHWH TAaKON
uHpopmanuu.;

4. JIns 3ammThl MHGOpMalWK, B TOM 4YHCIE NEPCOHAIBHBIX NAaHHBIX OT
HernpaBoMepHoro gocryna Ciyx0a o0ecriednBaet:

- KOHTpOJIb 3a CTporuM cobmonaenueM npunstoro Onepatopom Ilopsaka
J0CTyNna K KOH(HUIEHIUANbHONH HH(OpMalKu, B TOM YHUCIE K IMEPCOHAIbHBIM
JTAaHHBIM;

- TNpeAOTBpallleHue HECAHKIMOHWPOBAHHOIO JOCTyNa K HH(pOpMamuu H
(wn) mepenayu ee JMiaM, He UMEIOIIMM MpaBa Ha JOCTYI K HH(POPMALIHH;

- CBOEBpEMEHHOE OOHapyXeHue (PaKTOB HECAHKIIMOHUPOBAHHOTO JIOCTYyNa K
uH(popmanuu;

- NpeaynpexieHUe BO3MOXXHOCTH  HEOJAronpUsTHBIX  MOCIEACTBUI
HapyILIeHUs MOpsAJKa JOCTYyIa K HHPOpMaIHH;

- BO3MOXKHOCTb HE3aMEJINTEJIBHOIO BOCCTaHOBJIEHUS HH(OpMaLUH,
MOAU(DULIUPOBAHHON WM YHUYTOKEHHOH BCJIEICTBUE HECAHKIMOHUPOBAHHOTO
JOCTYyIIa K HEW.

5. Cnyxba mpu CO3MaHUM ©  OKCIUTyaTalldd  KOPTHOPATHUBHBIX
MH(GOPMALIMOHHBIX CUCTEM:

- CaMOCTOSITENIbHO pa3padaThiBaeT M BHEAPSET METOJbI U CIOCOOBI 3aIUTHI
uH(pOpMaIi, COOTBETCTBYIOLIUE YCTAHOBIEHHBIM TPEOOBAHUSIM;

- COTJIACOBBIBAET MCMIOJHUTENIO TUIAHUPYEMbIE JUIsl UCTIOJIb30BaHUS B LIETISX
3alUThl MHGOpPMAIMM METOAbl U CIOCOObI MPH YCIOBUUM HX COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.

6. Ciyxo0a:



- pa3pabaThIBaCT U peaqu3yeT Mepbl OPraHU3aIMOHHOTO U TEXHUYECKOTO IO
HEOMYIICHUIO BO3JICUCTBUS HA TEXHUYECKUE CpencTBa 00paboTKu MH(POpMALIUH,
B PE3yNIbTaTe KOTOPOTO HapyIIaeTcs uxX GyHKIIMOHUPOBAHMUE,

- Opranu3yer H(WIiK) TPOBOAUT DKCIEPTU3Y TEXHUUYECKUX CPEJICTB,
UCTIONIB3YeMBIX TpPU 00paboTKe WHQPOpPMAIMA HA TPEIMET COOTBETCTBUS
BO3MOXXHOCTEH 3allUThl WH(OpPMAIMKM YKa3aHHBIX CPEICTB YCTAHOBJICHHBIM
TpeOOBAHUSIM.

7. Cayx0a pa3pabaTbiBaeT U peajqu3yeT Mephl MO HHPOPMHUPOBAHUIO H
oOyuenuto nepconana Oneparopa, B TOM YKCIE€ BHOBb NPUHUMAEMBIX Ha paboTy
JIU1I, IO BOIIPOCAM 3aIIUThl HH(OOPMAIIUU U EPCOHATBHBIX TAHHBIX.

8. Ciry>k0a KOHTPOJIUPYET BBHITOTHEHUE YCTAHOBJICHHBIX TPeOOBAaHU I10:

- OCYIIECTBJICHUIO 0OMEHA MEPCOHANBHBIMU JTAHHBIMU MIPH UX 00paboTKe B
WHOOPMAITMOHHBIX ~ CHCTEMaxX TI0 KaHajJlaM  CBSI3W, 3allliTa  KOTOPBIX
obecrieunBaeTcs MyTeM pean3alii COOTBETCTBYIOIIUX OPTaHU3alMOHHBIX MEp U
(WM) myTeM NMPUMEHEHUSI TEXHUYECKUX CPEJICTB:

- pa3MenIeHn0 THHOPMAIIMOHHBIX CUCTEM, CIEIHATBLHOTO 000pYyI0BaHUs U
OXpaHe IMOMEIIEHUN, B KOTOPBIX BEAETCS paboTa C MEPCOHAJIBHBIMHU JAHHBIMHU,
OpraHu3alii peXruMa oOecrnedeHuss 0€30MaCHOCTH B ATUX MOMEIICHHUSIX B YacTU
oOecreueHns COXPaAaHHOCTU HOCUTENIEH MEePCOHAIBHBIX JaHHBIX U CPEJICTB 3alUTHI
uHboOpMaIlMK, a Tak)Ke MCKIIOYEHUST BO3MOXHOCTH HEKOHTPOJIUPYEMOIO
IPOHUKHOBEHUS WM MPEOBIBAHUS B ITUX MOMEIIEHUSX TTOCTOPOHHUX JIHII;

- COOJTIOJICHHIO TTapOJIbHOM 3aIUTHI;

- COOJIIOJICHUIO YCTAHOBJIEHHOTO perjiaMeHTa padoThl C BJIEKTPOHHOU
IIOYTOM;

- coOmrofieHni0 TpeOOBaHM K TPOrPaMMHOMY OOECIEYEHHIO U €ro
HCIIOJIb30BAHUIO.

9. B COOTBETCTBUMU C YCTAaHOBJCHHBIMH HOPMATHBHO-TIPABOBBIMH aKTaMH
TpeboBanusimu Ciyk6a oOecrieunBaeT:

- OmpeNesieHue yrpo3 Oe30MacHOCTH TEPCOHANBHBIX JaHHBIX MPU HX
o0OpaboTke, popMUpoBaHUE HA KX OCHOBE MOJIEIH yTPO3;

- pa3pabOTKy Ha OCHOBE MOJENU YIPO3 CHCTEMbI 3aIUTHl MEPCOHAIBHBIX
JAHHBIX, OOEcTeunBaroIell  HEUTpaIU3aIMI0  MPEANOoJIaraéMbIX  YIpo3  C
UCIIOJIb30BAHUEM METOJIOB U  CIOCOOOB 3alllUThl TEPCOHATBHBIX JAHHBIX,
MPEyCMOTPEHHBIX ISl COOTBETCTBYIOIIETO Kilacca MH(GOPMAIIMOHHBIX CUCTEM;

- TPOBEPKY TOTOBHOCTH CPEJACTB 3alIUThl TH(HOPMAILIUU K UCTIOIB30BAHUIO C
COCTABJICHHEM 3aKJIFOUEHUN O BO3MOXKHOCTHU UX IKCILTyaTalllH;

- YCTaHOBKY M BBOJI B JKCIUTyaTalMlO0 CPEICTB 3allUThl MHGOpPMALUU B
COOTBETCTBUH C IKCIUTYATALIMOHHOW U TEXHUYECKOW JOKYMEHTAIIUEH;

- oOydeHue JHIl, HCIOJB3YIOIIMX CPEACTBA 3alUThl HUHGOPMAIUH,
pUMEHsIEMbIe B MH(POPMAIIMOHHBIX CUCTEMaX, MpaBUiIaM pabOThl C HUMH;

- y4eT IPUMEHSEMBIX CPEICTB 3alUThl HHPOPMAIINH, IKCILTYyaTallHOHHON U
TEXHUYECKOUN IOKYMEHTAIlMU K HUM, HOCUTEJIEH MEePCOHATbHBIX TaHHBIX;

- y4eT JHIl, JOMYIICHHBIX K padoTe C MEpPCOHATBLHBIMU JaHHBIMH B
nH()OPMAITMOHHOM CUCTEME;



- KOHTPOJIb 32 COOJIOJACHHEM YCJIOBHUW HCIIOJIb30BAHUS CPEJICTB 3aIUTHI
uHpOpMAIMU,  MPEIyCMOTPEHHBIX  DKCIUTyaTallAOHHOM W TEXHHUYECKOH
JNOKYMEHTAIUEN;

- pa30op W COCTABJICHHE 3aKIIOYCHHUM MO (hakTaM HECOOIOJACHHS YCIOBHMA
XpaHEHHUsT HOCHUTENEH MEPCOHATBHBIX TAaHHBIX, UCIOJIB30BAHUS CPEICTB 3AIIHUTHI
nH(pOpMaIMU, KOTOPBIE MOTYT NMPUBECTH K HAPYIICHUIO KOH(MHICHIIUAIBHOCTH
MIEPCOHANBHBIX JAHHBIX WIH JAPYTUM HapYIICHUSM, MPUBOISIIAM K CHIDKCHHUIO
YPOBHSI 3aIIUIICHHOCTH MMEPCOHAIBHBIX TaHHBIX, Pa3paO0TKy W MPUHSATHE MEp IO
MPEIOTBPAIICHIIO BO3MOXKHBIX OMACHBIX MOCIESICTBUI IMOT00HBIX HAPYIIICHH;

- ONHMCAHHWE CHUCTEMBI 3allUThl WHPOPMAIIUU, B TOM YHCJIE TEPCOHATBHBIX
TaHHBIX;

- ©KEroJHOe IUTAHWPOBaHHE PAaOOTHl TIO COBEPIICHCTBOBAHHUIO CHCTEMBI
3aIUThl UHHOPMAITUH, B TOM YHCJIC IEPCOHATBHBIX JaHHBIX;

- MOJITOTOBKY U MPEAOCTaBIEHHE OTUYETOB PYKOBOJICTBY Omneparopa, a TaKxke
no TpeOOBAaHWIO HAN30PHBIX H WHBIX YIOJHOMOYEHHBIX OpPraHoOB 00
OpPTraHMU3AIMOHHBIX U TEXHUYCCKUX MEPOIPHUATHIX IO 3alUTe HH(OOPMAIIUH, B TOM
YHCIIe IEPCOHAIBHBIX JTAHHBIX;

- TIOCTOSIHHBI KOHTpOJIb 3a OO0ECleYeHHeM YPOBHS 3allUIIEHHOCTH
uHbOopMaIuu.

5. Bzaumooeiicmeue

JUIst penieHusl NOCTABJICHHBIX 3a7a4 U OCYLIECTBIEHUS IPELYCMOTPEHHBIX
HacrossuM Ilonmoxxennem gpynkuuii Ciry>x0a B3auMOJCHCTBYET:

- ¢ pykoBoauteneM OnepaTopa U ero 3aMeCcTUTENSIMU;

- ¢ TH00BIMM MHBIMHU TTOApa3aesieHusaMu Oneparopa;

- C TOCYJIapCTBEHHBIMH, MYHHUIMNAIbHBIMA OPTaHAMH, YUPEKICHUAMH H
OpraHu3alMsIMH, C HAJI30PHBIMM OpraHaMH, a TaKKe C HWHBIMU OpraHami,
OPEANPUATUSIMH U OpraHU3alUsIMHU.

B xone B3auMoaeicTBUSL PyKOBOJIUTENb U COTPYIHUKHN CITyKOBbI:

- B YCTQHOBJICHHOM TOPSIKE, MOTY4YatoT HEOOXOUMYIO JJIsi OCYLIECTBIICHUS
nestenbHocTH Ciy»Obl HHPOPMAIHIO, Pa3bsCHEHUs], YTOUHEHUs, HOpMAaTUBHbBIE U
UHBIE TOKYMEHTHI,

- TOTOBUT M B YCTAHOBJIEHHOM HOpPSAJIKE BHOCAT pPyKoBoxacTBY Omeparopa
IPEIIIOKEHNS IO MPOBEACHUIO OPTaHU3AUMOHHBIX U TEXHUYECKUX MEPOIPUSATHUH,
U3JJaHUI0 JIOKAJIBHBIX HOPMATHBHBIX AKTOB, IPUHATUIO MHBIX MeEp IO
YCTaHOBJICHHBIM HAMpPAaBJICHUSM JEATEIBHOCTH B cpepe 3aiuThl uH(pOpMaluu, B
TOM YHCIIE€ IEPCOHATBHBIX JaHHBIX;

- TOTOBST U B YCTAaHOBJICHHOM MOPSIIKE MPEJOCTABISIIOT MHGOPMALIUIO 110
HaXOJSALIMMCS B MX KOMIIETEHIIMH BOIpocaM B cepe 3aiuThl HHPOPMALIMH, B TOM
yuclie TMepCOHAJIbHBIX [JaHHBIX, [0 3ampocaM mnojapaszaeneHuit  Omneparopa,
rocyJapCTBEHHBIX, MYHHUIIMNAIbHBIX OpPraHOB, YUYPEXKIECHUW U OpraHu3allui,
HaJ30pHBIX OPIaHOB, & TAK)KE MHBIX OPraHOB, IPEANPUATANA U OPTaHU3aALUH.

6. Omeemcmeennocmsp



PykoBoautenr CayxObl HECeT OTBETCTBEHHOCTh TMEpell PYKOBOJICTBOM
OnepaTtopa COrjlacHO JIEMCTBYIOIIEMY 3aKOHOAATEIbCTBY, HOPMATUBHO-TIPABOBBIM
1 JIOKaJIbHBIM HOPMAaTHUBHBIM IIPABOBBIM aKTaM 3a 00ECIICUCHHUE:

- BBINIOJIHEHUS TTIOCTABJICHHBIX TIepe]] MoIpa3IesICHUEM 3a/1ad U (PYHKITUH,

- paboThl C JIOKYMEHTaMH M HX COXPAHHOCTH, CBOEBPEMEHHOTO W
KauyeCTBEHHOTO HCIIOJHEHUS IOPYUYEHUI 1 00paleHui,

- BBIMIOJIHEHUS TPEOOBAHUM MPaBUII BHYTPEHHETO TPY/IOBOTO pacHOpsIKa,

- COOJIIOJICHHS B TIOAPA3/ICIICHUH TTPABUII POTUBOIIOXKAPHON OE301TaCHOCTH.

MarepuanbHyl0 OTBETCTBEHHOCTh 3a COXPaHHOCTh uUMylecTBa Omeparopa
HecyT coTpyaHukd Ciy»Obl, TPHUHSBIIME €r0 Ha OTBETCTBEHHOE XpaHEHHE,
COIVIaCHO  JICUCTBYIOIIEMY  3aKOHOAATEIbCTBY, JIOKAJIBHBIM  HOPMATHUBHBIM
MPABOBBIM aKTaMH U JOTOBOPOM O MaTE€pUAIbHON OTBETCTBEHHOCTH.

OTBETCTBEHHOCTh MEpe]l PYKOBOAUTEIEM MOAPA3ACICHUS 3a OINEPATUBHYIO
paboTy ¢ MOCTYNAIOIIUMHU JOKYMEHTAMH M KOHTPOJIb 32 WX HCIIOJIHEHUEM B
MOJIpa3ACIEHNN, HECET COTPYAHUK MOAPA3ACICHNS, HA3HAYEHHBIA PYKOBOJIUTEIIEM
Omneparopa.

Bce corpyanuku CiyxObl HECYT OTBETCTBEHHOCTb MEpENl PYKOBOIUTEIEM
Cnyx0b1 1 pykoBojcTBoM OrmepaTopa 3a CBOEBPEMEHHOE W KadeCTBEHHOE
BBITIOJTHCHHE:

- TpeOOBaHUN BBHITIOJIHEHUS JICHCTBYIOIIETO 3aKOHOJATeIbcTBa Poccuiickoi
@denepannv, WHBIX HOPMATHBHO-TIPABOBBIX JOKYMEHTOB, PETJIAMECHTHUPYIOIIUX
obecrnieueHue 3amThl HHGOPMAIIUU, B TOM YHCIIe 00eclieueHre 0€301acHOCTH MPU
00paboTKe MEPCOHAIBHBIX TAHHBIX;

- o0s3aHHOCTEH, mpenycMoTpeHHbIX TpynoBbiM kojaekcom P®, mpaBunmamu
BHYTPEHHETO TPYAOBOTO PACIOPANKA, KOJUICKTUBHBIM JIOTOBOPOM, HACTOSIIUM
[TonmoxenneM, TpyAOBBIMH 1OTOBOPAMH U JOJKHOCTHBIMUA MHCTPYKIUSMU.



